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THIS INFORMATION/EQUIPMENT IS EAR CONTROLLED

THIS INFORMATION/EQUIPMENT IS CONTROLLED BY THE U.S. DEPARTMENT OF COMMERCE
EXPORT ADMINISTRATION REGULATIONS 15 CFR 730-774, ECCN EAR99. EXPORT OR
DISCLOSURE TO FOREIGN PERSONS MAY VIOLATE U.S. FEDERAL REGULATIONS.

Overview

L3Harris has migrated towards a common Supplier Quality Manual that defines the minimum requirements
suppliers are expected to meet to ensure expected levels of quality are attained for the material provided.

The Supplier Quality Manual applies to all suppliers that provide material, goods, services, deliverable
software, commercial off-the shelf items or designed products incorporated into L3Harris’ systems, products,
and assemblies, unless otherwise indicated by the specific purchase order or subcontract requirements. The
requirements within the Supplier Quality Manual are incorporated by reference into L3Harris’ contract with the
supplier.

This document has been updated to reflect the implementation and adoption of the L3Harris Supplier Quality
Manual. Redundancies have been removed but the provisions that are still defined within this document are
areas where we needed to add more clarity to and/or are in addition to what has been defined within the
Supplier Quality Manual.

To the extent of any inconsistency between the terms and conditions in the Supplier Quality Manual, QA-560-
01 Supplier Quality Assurance Provisions, or the terms and conditions of any purchase order or other
agreement with the supplier, the purchase order/agreement takes precedence.

The section labeled GENERAL REQUIREMENTS is applicable to each Purchase Order.

The COMMODITY REQUIREMENTS section is applicable only to the specific commodity being furnished.

The SPECIAL REQUIREMENTS section is applicable only if specifically required by the L3Harris Request for
Quote (RFQ), PO or Statement of Work (SOW). To the extent of any inconsistency between the PO and these
QA Provisions or other documentation; the following hierarchy shall be in effect:

DOCUMENT HIERARCHY
1. Purchase Order

2. Authorized Change

3. Subcontract

4. Statement of Work

5. AML information via Agile
6. L3Harris Drawing (Source control Drawing (SOCD), Specification control Drawing (SCD), etc.)
7.

8

9

1

Military specification

General/Manufacturer’s technical specification
. QA-560-01
0. L3Harris Supplier Quality Manual

AUTHORIZED CHANGE HIERARCHY

1. Waiver/Deviation via Supplier Support Request (SSR)
2. Material Review Board

3. Engineering Change Order (ECO)

4. Rejection and Disposition Notice (RDN)
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NOTE: VERBAL CHANGES ARE NEVER AUTHORIZED

The L3Harris buyer, who provides the RFQ, PO or SOW, is the primary point of contact for any issue or
guestion regarding L3Harris specification (including this document) or the material on order. L3Harris Supplier
Quality Assurance may provide information, clarification or direction as necessary. Copies of any of the
referenced L3Harris documentation can be obtained upon request from the buyer.

GENERAL REQUIREMENTS (Applicable to All POs)

Supplier Responsibilities:
Advanced Product Quality Planning:

All suppliers may be required to implement L3Harris PPAP (L3Harris Production Part Approval Process) to
focus resources on upfront quality planning and the quantitative assessment of process capabilities as they
relate to L3Harris design specifications. This requirement is controlled by documents PUR-008 L3Harris
Production Part Approval Process (L3Harris PPAP) Guide, PUR-008-F1 L3Harris Production Part Approval
Process (L3Harris PPAP) Workbook, and PUR-008-F2 L3Harris Process Approval Workbook, which are
consistent with the AIAG (Automotive Industry Action Group) APQP (Advanced Product Quality Planning and
Control Plan) and PPAP (Production Part Approval Process).

A complete L3Harris PPAP Package submittal will include:
- Critical to Quality (CTQ) characteristics
- Revision Control
- Process Flowchart(s)
- Failure Mode & Effects Analysis (FMEA)
- Control Plan(s)
- Measurement System Analysis (Gage R&R)
- First Article Inspection
- Short-Term Process Capability Analysis
- Long-Term Process Capability Analysis (SPC)
- Packaging Agreement

Existing suppliers to L3Harris may be required to submit a comprehensive plan for L3Harris PPAP
implementation within an acceptable timeframe, as determined by the responsible Commodity Manager.

COMPONENT PART AUTHENTICITY:

Seller’s Risk Mitigation

o Seller shall deploy a Counterfeit Item risk mitigation process internally and with its sub tier suppliers.
Seller’s process shall be modeled after or exceed SAE AS6174, AS6081 and AS5553
recommendations and requirements.

- Seller shall provide evidence of counterfeit item risk mitigation process implementation such as
certifications by an accredited auditing organization and /or applicable supplier Quality Management
System documentation.

o If Seller is a US or Canada based entity, Seller shall participate in the Government Industry Data
Exchange Program (GIDEP) monitoring and acting on GIDEP reports which affect product delivered to
the Buyer.
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Seller shall purchase material directly from Authorized Suppliers. Any deviation to this policy shall
require prior approval from L3Harris. Seller is required to submit a Supplier Support Request per
L3Harris procedure MS-899 for review and final disposition. Upon L3Harris request, Seller shall
provide all documentation regarding the chain of custody of material back to the original manufacturer
or an Authorized supplier.

L3Harris reserves the right to require additional 3" party testing and submission of test reports via
Supplier Support Request per L3Harris procedure MS-899 to supplement evidence obtained by the
seller to confirm authenticity of material.

If seller is an OEM, any materials approved by L3Harris for procurement from non-authorized suppliers
shall not release the seller from any product warranty or service obligations as defined in the terms &
conditions in effect at the time of the request.

Seller shall flow down to their sub tier suppliers and subcontractors, at any level, these requirements.

When requested by L3Harris, Seller shall provide OCM/OEM documentation that authenticates
traceability and chain of custody of the affected items to the applicable OCM/OEM.

Seller shall immediately notify L3Harris with the pertinent facts if Seller suspects items delivered in
accordance with the L3Harris purchase order contain suspect or confirmed counterfeit items. Seller shall
submit Supplier Support Request per L3Harris procedure at earliest practicable moment upon discovery
of suspect material. Supplier shall also notify L3Harris Buyer, Commodity Manager, or Supplier Quality
Engineer via e-mail or telephone immediately upon discovery of suspect material. Supplier is responsible
to obtain documented L3Harris acknowledgement of supplier notification(s) regarding suspect material
discovered in the supply chain. Supplier shall obtain L3Harris acknowledgement within 24 hrs. after
providing the notification.

Counterfeit parts are deemed to have no monetary value. Counterfeit material is considered to be non-
conforming product and a Supplier Corrective Action Request (SCAR) will be issued to the seller. The
US government has dictated through legislation NDAA 2012 section 818 that suspect counterfeit
material shall not be reintroduced into the supply chain.

Definitions

Unless defined in a document with a higher order of precedence than this Quality Note the following
definitions shall apply:

“Counterfeit Item” is defined to include, but is not limited to, (i) an item that is an illegal or
unauthorized copy or substitute of an Original Equipment Manufacturer (“OEM”) or Original Component
Manufacturer (“OCM”) item; (ii) an item that does not contain the proper external or internal materials or
components required by the OEM or OCM or that is not constructed in accordance with OEM or OCM
design, but is represented as such; (iii) an item or component thereof that is used, refurbished or
reclaimed but the Seller represents as being a new item; (iv) an item that has not successfully passed
all OEM or OCM required testing, verification, screening and quality control but that Seller represents
as having met or passed such requirements; or (v) an item with a label or other marking intended, or
reasonably likely, to mislead a reasonable person into believing a non-OEM or OCM item is a genuine
OEM or OCM item when it is not.

“Authorized Supplier” is defined as a Franchised Distributor, OEM, OCM or After Market
Manufacturer with whom the Original Manufacturer has a contractual agreement to stock, repackage,
sell and distribute its product lines as defined in SAE AS6174, AS6081 and AS5553. Authorized
Suppliers must offer the product for sale with full manufacturer flow-through warranty.
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Nonconforming Material:

L3Harris reserves the right to contract with a third-party inspection house to sort/rework Supplier’s defective
material to maintain L3Harris production requirements. All costs associated with the sorting/rework will be
the responsibility of the supplier. The Supplier agrees that any and all warranties provided for remain in full
force and effect and said warranties shall not be deemed void should L3Harris or L3Harris’ third party perform
the aforementioned sort/rework. The supplier will be notified by L3Harris Quality Personnel prior to the
sorting/rework that this activity is required and Supplier will have the opportunity to supply their own personnel
to complete this activity within the timeframe specified by L3Harris.

Marking, Packaging and Shipping:

Custom (L3Harris design) made items valued over $25.00 each shall be permanently marked with Supplier
Identification (not Cage Code) and date of manufacture when size and finish allow (do not stamp painted
surfaces). Items too small to be marked shall have part number and date marked on the package.

For general packaging information reference 10075-3300 Supplier Component and Packaging General
Guidelines. For commodity specific packaging information see: COMMODITY REQUIREMENTS section.

Compliance to any additional packaging requirements specified on a drawing is required.

All text markings whether on product or on packaging shall be legible in accordance with the following
guidance:

Target - Class 1,2,3
» Markings legible when viewed without magnification. Markings are distinct, of uniform height, and of a color
that contrasts with the background.

Acceptable - Class 1,2,3
* Marking legible but blurred.

Defect - Class 1,2,3
* Marking not legible.
* Any missing letter segments are considered a defect.
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Distributor Requirements:

Distributors must conform to applicable paragraphs of these requirements. They are required to purchase
product from Authorized suppliers and to use quality considerations in the selection of suppliers. Distributors
shall implement process controls which ensure L3Harris receives the part number ordered from approved
manufacturers. They must ensure that material does not degrade in transit through their facility to L3Harris
and take precautions to guard against physical and electrostatic damage. Distributors shall aid L3Harris with
technical support and to obtain formal written corrective action when requested of the item's manufacturer
upon request.

SPECIFICATION PERFORMANCE ASSURANCE - NOTIFICATION OF
CHANGES IN DISTRIBUTOR’S SUPPLIER’S PROCESS

Distributor agrees to notify L3Harris in writing via SSR sixty (60) days prior to implementation of any
change in the process, processes and/or test methods the Distributor’'s Suppliers uses to produce,
fabricate, machine, finish, manufacturer, assemble, test, mark, package and label any and all articles,
materials, parts or work, whether to L3Harris’ documentation or to Distributor's Supplier’s
documentation, and provided to L3Harris by the Distributor under this order. In the event of a process
change, L3Harris, under this Article, reserves the right to request and receive first article samples for
our evaluation. L3Harris also reserves the right to visit Suppliers facilities in order to independently
validate Supplier’s process and quality controls. The Supplier also agrees to flow down the substance
of this clause to its Suppliers.

COMMODITY REQUIREMENTS (Applicable to Specific Commodity Only)

TERMINATIONS, PRINTED WIRING BOARDS, COMPONENT LEADS AND WIRES may be solderability
tested within 30 days of receipt, after eight hours of steam aging, to the solderability requirements of the
L3Harris drawing. If no Solderability requirements are specified on the drawing, the testing will be performed to
MIL-STD-202 Method 208, MIL-STD-883 Method 2003.6 or MIL-STD-750 Method 2026. Failure to meet these
solderability requirements will be cause for rejection.

PRINTED WIRING BOARDS — PWBs are to be packaged in moisture barrier bags
e MVTR .0059/100 sq in/24 hrs. or less
e Puncture resistance of 15 Ibs. minimum

Package shall contain maximum of ten (10) boards/panels per package if boards/panels are equal to or greater
than 10 square inches. Package shall contain a maximum of fifty (50) boards per package if boards are less
than 10 square inches. Each package shall contain a desiccant package and a humidity indicator (30%- 50%).
Pinholes/rips/tears to the packaging are NOT acceptable. A slip-sheet should be placed between each board.
All packages of boards must be labeled with the L3Harris P/N and qty.

The date code on PWBs shipped to L3Harris must be within 6 months from the date of manufacture. If boards
have a date code older than 6 months from date of manufacture they require an SSR approval prior to
shipment, otherwise they will be returned for replacement.

For each production lot, the supplier must complete the referenced tests and maintain on file, for a minimum
period of four years (unless otherwise stated on the PO) from date of manufacture, a data package consisting
of:
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e Solderability testing per IPC-S-804, ANSI/J-STD-003, or equivalent.

o Results of cleanliness test prior to solder mask application and after solder mask application. (2,000,000
Ohm-CM).
Results of continuity/short testing.

o Results of Impedance Testing (when required). Impedance requirements are typically called out on the
detail drawing stack up.

o Copper and dielectric thickness test results by cross-section method.

FLEXIBLE WIRING BOARDS - For bare flex, please follow the following requirement:
FWBs are to be packaged in moisture barrier bags

Package shall contain maximum of ten (10) flexes/panels per package if flexes/panels are equal to or greater
than 10 square inches. Package shall contain a maximum of fifty (50) flexes/panels per package if
flexes/panels are less than 10 square inches. Each package shall contain a desiccant package and a humidity
indicator (30%- 50%). Pinholes/rips/tears to the packaging are NOT acceptable. A slip-sheet may be placed
between each flex. All packages of flexes must be labeled with the L3Harris P/N and qty.

The date code on FWBs shipped to L3Harris must be within 6 months from the date of manufacture. If boards
have a date code older than 6 months from date of manufacture they require an SSR approval prior to
shipment, otherwise they will be returned for replacement.

For each production lot, the supplier must complete the referenced tests and maintain on file, for a minimum

period of four years (unless otherwise stated on the PO) from date of manufacture, a data package consisting

of:

e Solderability testing per IPC-S-804, ANSI/J-STD-003, or equivalent.

e |f solder mask is used, Results of cleanliness test.

e Results of continuity/short testing.

¢ Results of Impedance Testing (when required). Impedance requirements are typically called out on the
detail drawing stack up.

o Copper and dielectric thickness test results by cross-section method.

SHELF LIFE MATERIALS shall be marked with the expiration date on each individual container or a certificate
furnished to include guarantee period of usable life, PO number and quantity covered by the certification.
Product shall have 75% remaining shelf life from the initial date of certification when referenced to the receipt
date at L3Harris.

ALL CHEMICALS OR HAZARDOUS MATERIAL shall include a Material Safety Data Sheet (MSDS) with
each lot of material delivered, unless the supplier can confirm that the current MSDS is already on file at
L3Harris.

CABLE ASSEMBLIES shall conform to the requirements of the current version of L3Harris cable specification
10052-9000. L3Harris cable specification 10052-9000 supersedes any and all references to QC-3000 on
cable drawings ONLY. The current revision of L3Harris cable specification 10052-9000 is the governing quality
document on all existing cable drawings without a workmanship specification.

Kitting and Mechanical Assemblies shall conform to the current version of L3Harris specification MQC-322.
All threaded junctions shall be tightened per industry or manufacturers’ specified torque values. For any
instances where a torque value is not specified, the vendor is to be ready to recommend torque value(s) and
submit such recommendation(s) to L3Harris via the ‘SSR’ process for approval.
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ELECTRONIC COMPONENTS:

Electronic Component Part Procurement (supplemental):

All electronic components shall be procured from Authorized Suppliers to ensure only authentic parts from the
Original Component Manufacturer are received. Any deviation to this policy requires prior approval from
L3Harris and additional part validation per L3Harris specification 10075-3800 and test requirements per
L3Harris specification 10075-3500. These requirements shall be noted on the L3Harris request for quote and
purchase order documents. Suppliers are required to submit validation reports per L3Harris Supplier Support
Request procedure MS-899 for L3Harris material disposition instructions prior to shipment.

Tape and Reel Requirements

All tape and reel components shall be packaged in a fashion so that they meet all requirements to the latest
current EIA standards. (ANSI/EIA-481 [including -01 thru -03]): Embossed Carrier Taping of Surface Mount
Components for Automatic Handling). This includes carrier tape leader length requirements unless otherwise
specified on the PO.

Moisture Sensitive Requirements

All components defined as moisture sensitive per IPC/JEDEC Standard J-STD-033: Handling, Packing,
Shipping and Use of Moisture/Reflow, sensitive Surface Mount Devices (latest current revision level) and/or
defined as such by the Manufacturers Data Sheet, shall be packaged and labeled in accordance with the
requirements of this specification.

Electro Static Discharge (ESD)

All Components specified being ESD sensitive by the Original Component Manufacturer datasheet, shall be
packaged and handled in accordance with the latest current MIL-STD-2073-1 (Method 50 and 51): Standard
Practice for Military Packaging and ANSI standard ANSI/ESD-S-20.20: Protection of Electrical and Electronic
Parts, Assemblies, and Equipment.

Component Age Restrictions

The maximum age of parts supplied to L3Harris shall not exceed 6 years of age per the manufacturer’s date
code. Where Manufacturer’s specifications state a shorter shelf life, it will take precedence to this requirement
(example: silver finish is 1 year maximum). Use of parts exceeding than the maximum age requirements will
require supplier submission of a Supplier Support Request and L3Harris approval prior to shipment.

RE-BALLING OF BGA'’s: (Rework or conversion from Lead Free to Lead or Lead to Lead Free)
Re-balled BGA'’s shall comply with 10075-3600 Re-Balled (Pb) Integrated Circuit Process Requirements or
10075-3650 Re-Balled (Pb Free) Integrated Circuit Process Requirements as appropriate.

FLEX ASSEMBLIES

Flex Assemblies shall be packaged and handled (at a minimum) in accordance with the most current MIL-STD-
2073-1 (Method 50 and 51): Standard Practice for Military Packaging and ANSI standard ANSI/ESD-S-20.20:
Protection of Electrical and Electronic Parts, Assemblies, and Equipment unless otherwise noted in drawing.

Flex assemblies should be placed in inner packaging that separates the assemblies to prevent damage,
shifting of contents, and/or release of contents.

The table below provides suggested guidelines that should be considered when packaging a production flex
assembly.
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Volume Suggested Packaging Suggested Material Notes
Type
Prototype Individual N/A N/A
Low- Clamshell w/Foam Die | Thermoform: e Die-cuts should allow for
Medium Cuts RPET, PET, PVC, HIPS minimal handling and easy
Foam: removal of the flex assembly
Anti-Stat Poly-ethylene without strain of weaker joints.
or e Thumb releases or increased
Anti-Stat Polyurethane hole sizing may be employed to
achieve this result.
e Design shall be review by
L3Harris before implementation.
Medium- Thermoformed Tray (w/ | RPET, PET, PVC, HIPS | e Design shall be reviewed by
High Anti-Stat Additive) L3Harris before implementation.

If a packaging strategy is other than the aforementioned, design should be reviewed with Buyer prior to PO
placement.

Please contact the Buyer and/or Stockroom Material Planning to determine standard pack quantities and
suggested package dimensions

All deviations to these requirements must be approved by L3Harris via SSR prior to shipment.

PRINTED CIRCUIT BOARD ASSEMBLIES

Printed Circuit Board Assemblies shall be packaged and handled (at a minimum) in accordance with the most
current MIL-STD-2073-1F (Method 50 and 51): Standard Practice for Military Packaging and ANSI

standard ANSI/ESD-S-20.20: Protection of Electrical and Electronic Parts, Assemblies, and Equipment unless
otherwise noted in drawing.

Printed Circuit Board Assemblies should be individually packaged to prevent damage and shifting of contents.

Please contact the Buyer and/or Stockroom Material Planning to determine standard pack quantities and
suggested package dimensions.

All deviations must be approved by L3Harris via SSR prior to shipment.

SPECIAL REQUIREMENTS: (Applicable Only when Specifically Required by the PO)

A. Government inspection is required prior to shipment from your plant. Upon receipt of this order,
promptly notify the Government representative who normally services your plant so that appropriate
planning for Government inspection can be accomplished.

B. On receipt of this order, promptly furnish a copy to the Government representative who normally
services your plant or, if none, to the nearest Army, Navy, Air Force, or Defense Supply Agency
inspection office. In the event the representative or office cannot be located, the L3Harris buyer should
be notified immediately.

C. Articles on this order must be manufactured under an organized quality program that satisfies the
requirements of AQAP-2110. All requirements of this contract may be subject to GQA (Government
Quality Assurance). You will be notified of any GQA activity to be performed. This quality program is
subject to continuous evaluation, review and verification by L3Harris.

D. Data must be provided showing that all equipment is capable of meeting specifications when subjected
to the environmental extremes/requirements listed on the L3Harris drawing, RFQ, PO or SOW with
shipment of the material.
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NOTE:

Proposed Factory/Quality Assurance Acceptance Test Procedures shall be submitted to L3Harris for
approval, 30 days prior to conducting the tests.

Factory/Quality Assurance Acceptance Test Procedures and the actual test data recorded during
acceptance testing shall be provided with each item/equipment delivered at the time of delivery of the
equipment. One hundred percent (100%) of the items delivered shall be tested.

A Certificate of Compliance shall be provided with each lot of delivered material. The C of C must be
signed by a responsible company officer and state that all material is in full compliance with applicable
drawings and specifications and shall include reference to the L3Harris PO number.

Material supplied on this order shall meet the workmanship requirements of MIL-HDBK-454
requirement 9.

Articles on this order must be processed using a Quality System registered to ISO 9001:2015. Send a
copy of Registration Certificate.

The items provided on the order must be calibrated to a procedure that is traceable to NIST. Send
Calibration Certificate stating so with the item delivered.

Suppliers FSCM (cage code) number must appear on each board. Test coupons and group A test data
shall be included in each shipment.

First Article Inspection Report (FAIR) is required for all first time purchases as specified on the
Purchase Order

The manufacturing lot or date code of critical components shall be traceable from the assembly level
serial number. The lot code of critical components shall be traceable back from the production work
order then the finished goods serial number. Critical components include but not limited to: PCBs,
battery cells, molded plastic housings. **If required, additions, modifications, or clarifications to above
listed items will be documented in SOW or L3Harris PPAP.

The serial number of critical components shall be traceable from the assembly level serial

number. Critical components include but not limited to: PCBs, serialized subassemblies, ** If required,
additions, modifications, or clarifications to above listed items will be documented in SOW or L3Harris
PPAP.

THERE SHALL BE NO COSTS WHATSOEVER TO L3HARRIS FOR ANY OF THE ACTIONS OR
ITEMS DESCRIBED ABOVE BY THIS DOCUMENT UNLESS SUCH COSTS ARE SPECIFICALLY
DELINEATED AND DESCRIBED ON THE FACE OF THIS PO AS ACTUAL, PRICED LINE ITEMS.

CHANGE LOG

6/11/20

AP C-164140 added EAR99 legend; updated Harris to L3Harris; removed | C. Schmeer
reference to outdated MQC-422 in Cable Assemblies, updated I1ISO
references to read 9001:2015; moved to new document template,
moved change log to separate file.

8/10/21

AR C-175221 Under Electronic Components, updated Component Age R. Mullen
Restrictions from 4 to 6 years

217123

AT C-187308 added reference to L3Harris common Supplier Quality B.

Manual and removed redundancies to that manual; removed Vascukynas
Appendix A Packaging Requirements, as this information has been
moved to 10075-3300 Supplier Component and Packaging General
Guidelines; added change log back into document.
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